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Jluceprailito MpUCBIYEHO TEOPETUYHOMY OOTPYHTYBAHHIO, YJOCKOHAJICHHIO
Ta PO3BUTKY TEOPETUYHHUX TOJOKEHb Ta METOJUYHUX IIJIXOJIB, PO3POOJIECHHIO
HayKOBO-MPAaKTUYHUX PEKOMEHAALIN 11010 POpMyBaHHSA CUCTEMH 3aMOOITaHHS Ta
NpOTHUAIT Jierai3alii 0XO0MiB KIIE€HTIB OaHKy. Y aucepralii CUCTEMaTHU30BaHO
TEOPETUYHI MIAXOAW O BU3HAYEHHS CYTHOCTI MOHSTTA <«JICTaii3allis JOXOJIB»,
y3araJlbHEeHO HOT0 CYTHICHI XapakTEePUCTHKH, 3JIHCHEHO KOHTEHT-aHali3,
pPE3YNBTATH SIKOTO y TMOEAHAHHI 3 HOPMATUBHUM BH3HAYCHHSIM ITOHSTTS KITI€HTA
O0aHKy J03BOJUIM OOIPYHTYBATH, IO MiJ JIETATI3aI€l0 TOXOJIB KIIE€HTIB OaHKY
JOIIJILHO PO3YMITH TPOIleC BUMHEHHS (Pi3MUIHOI0 200 IOPUIUYHOIO 0CO000 OYb-
AKUX i 13 TrpommMMma Ta I1HIMHUMHU (PIHAHCOBUMHU aKTUBAMM, OTPUMAHUMHU Y
pe3yNbTaTi HE3aKOHHOT Ta MOB’SI3aHOI 13 HEIO AISUIBHOCTI, 3 METOI0 MPUXOBYBaHHS
iX MOXOMKEHHsSI 1 MEPETBOPEHHS B JIETalbHI AKTUBM 4Y€pe3 BUKOPHCTAHHS abo
cpoOy BUKOpHUCTaHHS mociayr 6anky. ChopmMoBaHe BUSHAYCHHS BKa3ye Ha Te, 1110
oco0a, sika HaMaraeTbCs JIETali3yBaTHU 3J0YMHHI JIOXOJU, € KIIEHTOM OaHKy
BIIMOBIHO /10 YWHHOIO 3aKOHOJIABCTBA, IMMIAKPECIIOE, M0 Oyab-ski il 13
HE3aKOHHUMU JIOXOJIaMHU € TIPOIIeCOM IX Jieraizailii, Ta BpaxOBYE€ MPUUHATI Y
OUTBIIOCTI OPIIIIHUX JOKYMEHTIB MOP(OJIOTiUHY OCHOBY Ta KJIFOUOBI CJIOBA.

Y po6oTi J0BENEHO, 110 OCHOBHA BIJIMIHHICTH 3amoOiraHHs Bij MPOTHIIi
Jeraizailii JOXO1B MOJIArae y TOMY, II0 MPOTU/IISI BUHUKAE TUIBKU TO1, KOJU €
s, CTIpSIMOBaHA HA BIIMHUBAHHS KOIITIB, 1 OOTPYHTOBAHO, IO il 3ar00iraHHIM
jeraiizauili JOXOMIB KIIEHTIB OaHKy CIIJ PO3YMITH CYKYHHICTh 3a3daJieriib
3M1MCHEHUX i OaHKY II0J0 BiABEPHEHHS] BUMHEHHs (h13UYHOIO a00 HOPUIUIHOIO

0c00010 OyAb-AKMX i 13 TpolIMMa Ta IHIIUMH (HIHAHCOBUMU aKTHBAMH,
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OTPUMaHHMHM y pe3yibTaTi HE3aKOHHOI Ta MOB’SI3aHOI 13 HEIO MISTILHOCTI, 3 METOIO
NPUXOBYBAaHHS iX TOXO/KEHHS 1 TEPETBOPEHHS B JIETajbHI AaKTUBH 4Yepe3
BUKOPHUCTAaHHA a0o crnpoOy BUKOpUCTaHHS mochyr Oanky. [Ipotumis neramizarii
JOXOMIB KJII€HTIB OaHKy — TII€ CYKYIHICTh i OaHKy 110 Oe3mocepeaHno
MePEIIKO/KAIOTh BUMHEHHIO (D13UYHOI0 200 IOPUIUYHOIO 0CO00I0 OYIb-SIKUX JIIH
13 rpommma Ta I1HIIUMHU (PIHAHCOBUMH aKTUBAMH, OTPUMAHUMHU Yy pe3yJIbTaTi
HE3aKOHHOI Ta TMOB’SI3aHOI 13 HEI [ISJIBHOCTI, 3 METOK MPHUXOBYBAHHS iX
MTOXO/PKCHHS 1 IEPETBOPCHHS B JICTAIbHI aKTHBHU Y€Pe3 BUKOPUCTAHHS a00 CIIpo0y
BUKOPUCTAHHSA MOCIYT OAHKY.

3niiicCHeHHI aHalli3 HaIpalfOBaHb YYEHUX 1 YMHHOTO 3aKOHOJIaBCTBA Yy cdepi
3ano0iraHHs Ta TPOTHII Jieramizaiii J0XOJIB Yepe3 OaHKM IOKa3aB, IO
CYKYNHICTh (YHKLUIOHAJbHUX CKJIAQJOBHUX 3alo0IraHHs BU3HAYEHI, a WIOJI0
npoTuali BOHM BiACYTHI. Ha OCHOBI pe3ynbTaTiB y3arajdbHEHHS Ta aHajizy
BCTAHOBJICHO, 1110 JI0 CTPYKTYpPH CHCTEMHM 3amoO0iraHHs Ta MPOTHAIl Jeraiizarlii
JIOXO/IIB KJIIEHTIB OaHKy JAOLUIBHO BIJHECTH Taki (YyHKI[IOHAIBHI CKJIAJOBI:
1AeHTH(IKaIl0, BepU(IKAlil0 Ta BUBYEHHS KIIE€HTA; BUSBJICHHS, PEECTpALLilO,
MOHITOPUHI, aHalli3 Ta 3BITyBaHHA TMpo (IHAHCOBI ormepalli; yrIpaBIiHHSI
pU3UKaMU; KOMIIETEHTHICTh 1 HaBUaHHS TMEPCOHANY; 30€pEKECHHSI TOKYMEHTIB Ta
iH(dopMarllli; BHYTPIIHIM KOHTPOJIb, BHYTPIIIHIM Ta 30BHIIIHIA ayAuTH;
KOMILJIA€HC; YNPaBIIIHHS 1HPOPMALIIITHUMU CUCTEMAMU; KOPIIOPATUBHE YIIPABIIIHHS
Ta poJib OpraHiB ynpaBiiHHSA 0aHkKy. O0’€KTaMu CUCTeMH BU3HAYEHO 1H(OpMAIIiio
Ta JIOKYMEHTH KII€HTIB, (DIHAHCOBI omepalii KJII€HTIB, PU3UKM KIIEHTIB 1 IXHIX
¢dbinaHcoBUX omepaliid. Takox 0 y3arajJlbHEHOI CXEMHU CTPYKTYpH CHCTEMU
3aroOiraHHsl Ta MPOTUIIT Jieraiizamii JOXO/IB KII€HTIB OaHKY YBIHIUIA: OCHOBHI
30BHINHI (aKTOpPH, IO BIUIMBAIOTh HAa MISUTHHICT, OaHKy B3araji Ta Ha
dbopmyBaHHs 1 (YHKI[IOHYBaHHS HOro cucreM (Ha BXOJlI CUCTEMHM); CYKYITHICTh
BHYTpIIIHIX (akKToOpiB, A0 SKUX BIJHECEHO: KOMIIETEHTHICTb 1 HaBYaHHS
MIEPCOHATy, KOMIUIAEHC, YNPaBIiHHA 1HOOPMAIIHHUMU CHCTEeMaMu, 30epeKeHHS
JIOKyMEHTIB Ta iH(opMallii, BHYTpPIIIHIH KOHTPOJb 1 ayJuT Ta KOPIOpPATHUBHE
yOpaBiiHHS OaHKOM; (PYHKIIIOHAJIBHO-TIPOLIECHE SAPO 3amoOiraHHs Jjeraiiszariii

JIOXO/I1B, 30Kkpema: iaeHTudikaris, Bepudikaliisi Ta BUBYCHHS KJI1€HTA; BUSBIICHHS,
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peecTpailisi, MOHITOPHHI, aHaji3 Ta 3BITyBaHHS Mpo (IHAHCOBI oOmeparlii;
yOpaBiHHS pHU3UKaMH (OI[IHIOBAHHS, aHalli3, KOHTPOJb, MOHITOPUHI PU3UKIB
KIIEHTIB Ta ixHIX (DiHAHCOBUX oleparliil); (yHKIIOHATFHO-TIPOLIECHE SIIPO
IPOTHUIT Jierami3zalii J0X0/iB, 30KpeMa: BiJIMOBa BiJl BCTAHOBJICHHSI Ta PO3ipBaHHS
JIJIOBUX BIAHOCHH, BIJIMOBA BiJ IMIPOBEJCHHS Ta 3yNMUHEHHS (hIHAHCOBUX OIEpaIlii.
Ha Buxoz1 cucteMu 3amo0iraHHs Ta MPOTHAIT Jierasizallli JOXO/IiB KIIIEHTIB OaHKY
nependavaeThCsl JOCATHEHHS METH (YHKI[IOHYBaHHS JTaHOI CUCTEMH, SIKE MOXKHA
MPOCTEKUTH Yepe3: 3HWKEHHS Ta MIHIMI3AI[I0 PU3UKIB JeTai3allii J0XOiB,
3MEHIIIEHHS. KUIBKOCTI CHpoO 1 BHIAJKIB BIJMUBAaHHS KOIITIB uepe3 OaHK,
3aJI0BOJICHHSI TIOTPEO KIIIEHTIB Ta 3MIIHEHHS KOHKYPEHTHOI IMO3WIli OaHKy Ha
PUHKY OaHKIBCHKHUX TOCIIYT.

Y poboti chopMOBaHO TOCHIIOBHICTh €TamiB (OPMYBAHHS CHCTEMH
3armo0iraHHs Ta MPOTHIL Jierami3ali JOX0A1B KIIEHTIB OaHKY, SKa MICTUTh OKPIM
3arajbHOBIJJOMHX €TamiB MOOYJOBM CHCTEM i OIIHIOBaHHS MiI0Y0i CHUCTEMH, il
M03aIUIaHOBUH ayJUT Ta IUIAHOBE HAaBYAHHS MEPCOHANY 1 TUTAHOBUH ayIuT.

VY npyromy po3aiiai poOOTH CTPYKTYpOBaHO (haKTOpH Jieraizallii 3JI0YNHHUX
JIOXOMIB y TpHU Ipymu: reorpadiyuHi, KIEHTCHKI, onepatiiini. ['eorpadiuni paxropu
MICTATh MIATPYIY €KOHOMIYHMX (PiBEHb JOXO/IB HACEJICHHS, HAABHICTh Ta 00CITH
TIHBOBOI E€KOHOMIKH, pe3yJIbTaTh POOOTH CHUCTEMHU 3aroOIraHHs Ta MPOTUMILT
Jerajnizarii), HiArpyny NoJITUYHUX (SIKICTh JIEPKABHOTO YIIPABJIIHHS) Ta MIATPYILY
HOPMATHUBHO-TIPaBOBUX  (akTopiB  (mibepanpHe  JiepKaBHE  PETryJTIOBaHHS,
HEJJOCKOHAJIICTh CUCTEMHU (PIHAHCOBOTO MOHITOPUHTY). KilieHTChbK1 (akTopu
BII0OpaXkaroTh BHJI MAISUIBHOCTI, O€He(illapHUX BIACHUKIB, METY BIJKPUTTS
paxyHkiB y Oanky. Omepariiiini (aktopu B Mexax JIeTaTbHOI EKOHOMIKA
JIO3BOJISIIOTH  OI[IHUTH OOCSTH TOTIBKA B KpaiHi, OOCSATH TOTIBKOBHX OIepaIii
O0aHKIB, HasABHICTh AHOHIMHMX omepauid y OaHkax Ta omnepamid 3
KpUNTOBATIOTAMHM. 3a KOXHOIO MiArpynoto (akTopiB Jieranizaiii JOXOMI1iB
3aIPONIOHOBAHO CYKYIHICTh MOKAa3HUKIB, SIKa T03BOJIsIE BCEOIYHO MpOaHaTi3yBaTH
YMOBH, B SKUX (YHKIIIOHYIOTh EKOHOMIYHI CYO’€KTH, Ta BU3HAYHTH pPIBEHb
COPUMHATTS HUMHM KOpPYHIli, piBEHb HECTAOUILHOCTI KpaiHM Ta CTYHiHb

BEPXOBEHCTBA MpaBa, BPaXyBaTH MEPeNiK AKICHUX Ta KUIbKICHUX XapaKTEPUCTUKU
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KJII€EHTIB OaHKIB Ta ixH1 omeparii. 3a c)OpMOBAaHUM KOMILIEKCOM MOKAa3HUKIB Y
po0oTI MpoaHaIi30BaHi1 30BHIIIHI 1T0 BITHOIICHHIO 10 0aHKIB (hakTOpH Jeraii3alii
JIOXO/I1B.

BuyTpimHi ¢gakTopu neranizaiii J0X0AiB KII€HTIB OaHKY y pOOOTI OLIIHEHO
3a JOTIOMOTOI0 PO3POOJIECHOTO 1HCTPYMEHTAPII0, 110 MICTUTh: aHKETH JIJIs OLIIHKU
KOMIIETEHTHOCTI 1 HaBYaHHS IIEpCOHANy, VyHOpaBIiHHI 1HGOpMaLIHHUMU
CHUCTEeMaMH, KOMIUIA€HCY, BHYTPIIIHBOTO KOHTPOJNIO 1 ayauTy, 30epeskeHHs
JOKYMEHTIB Ta iH(opmarlii, KOPMOPATUBHOTO YIPABIIHHS, IIKAJIy OILIHOK
MOKJIMBHX BianoBiaeil. [IpoBeneHe oIriHIOBaHHS 3a3HaueHUX (DAKTOPIB 3a JaHUMU
ceMu 0aHKIB YKpaiHU BHSIBUJIO, IO JJISi TPHOX OaHKIB (haKTOpOM, 1110 HaMEHIIe
BI/IMOBIIa€ MAKCUMAIBHO COPUSITIMBOMY CTaHY, € KOMILJIAEHC, JJISI IBOX OAHKIB —
KOMIIETEHTHICTh 1 HABYaHHS MEpCcOoHaly, Uil 1HIMX OaHKIB — BHYTPILIHIN
KOHTPOJIb 1 ayIUT, KOPIIOPATUBHE YIPABIIHHS Ta pPOJib MOTO OPraHiB.

[IpoBenenuit anamiz QiHaHcoBoi MisIbHOCTI 32 OaHKIB YKpaiHU IS
BUSIBJICHHSI PU3UKY Jieraiizailii JOXOiB MOKa3aB, 0 OaHKH, B JISJIBHOCTI SIKUX
HBY BusBHB cxeMHI omepailii 3 O3HakamMu Jeramizaimii goxoaiB (16 miroumx
0aHKIB), MalOTh 3HAYHO BHUIIl 3HAYCHHS Koe]illieHTa Bapiaiii 0O0CITIB pPyxy
rOTIBKOBUX KOIIITIB, KOIITIB HA paxXyHKax Ha BUMOTY Cy0’ €KTiB TOCIOJIapIOBaHHS,
KOLITIB Ha BUMOTY Ha paxyHkKax (I3MYHHMX OCI0 y TOpIBHSHHI 3 OaHKaMH, B
JISUIBHOCT1 SIKUX BUSBJICHI TMOPYIICHHS 3aKOHOJABCTBAa y cdepi (iHAHCOBOTO
MOHITOpUHTY (8 0aHKIB), a TaKOXX y TOPIBHSIHHI 3 OaHKaMM, B JISIIBHOCTI SIKMX
nopyuieHb He BusiBIeHO (8 OankiB). lle goBoauTh, 1O pi3Ki 3MIHM OOCSTIB
oreparliil KJIIEHTIB € OJIHIEI0 3 O3HAK PU3HKY JieTali3allii J10X0/I1iB.

Y TperhoMy po3aini poOOTH 3ampPONOHOBAHO METOIWYHE 3a0e3MEUCHHS
OIIHIOBAHHSI PU3HWKY BUKOPUCTAHHS TMOCTYT OaHKy IS Jierai3ailii JOXOJIB, SIKe
MICTUTB: MO-TIEpIlE, PO3PaXyHOK YACTKOBHUX ITOKAa3HUKIB OLIIHIOBAHHS PU3UKY
(HasIBHICTb CXEMHHUX ONEpalliil; KIIbKICTh MOpylieHb, BusiBieHux HBY; obcsru
3aCTOCOBAaHUX MTpadiB 3a MOPYIICHHS; TEMIIH IPUPOCTY 00CATY pyXy TOTIBKOBHUX
KOIITIB; TEMIU MPUPOCTY OOCATY PyXy KOIITIB HA paXyHKax Ha BUMOTY Cy0’€KTiB
TOCIOJIaPIOBAHHS; TEMITH MIPUPOCTY OOCATY PyXy KOIITIB HAa paxyHKaxX Ha BUMOTY

¢b13uyHuX 0ci0); Mo-Apyre, po3paxyHOK IHTErPAIBHOTO MOKa3HUKA PIBHS PU3UKY
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BUKOPHUCTAHHA MOCIYyr OaHKy ISl Jerami3amii JOXOJiB; MO-TPETE, I SITUPIBHEBY
HIKaJy 3HAYeHb 1HTErpajbHOTO MOKA3HUKA, SIKa JI03BOJISAE SAKICHO THTEPIPETYBATH
piBEHb PU3UKY Ta BUABUTH OaHKH, SIKI € HaWOUIbII PU3MKOBAHUMH 3 TOYKU 30Dy
3aJTy4eHHS iX 10 BIAMHUBAHHS KOIITIB. 3a pe3yJbTaTaMH MPOBEACHOTO OLIIHIOBAHHS
HaWBUILMNA PU3UK BUKOPUCTAHHS TMOCIYT JJIsl Jeraiizamii cepes 32 aHali30BaHHUX
O0ankiB ctaHoM Ha KBiTeHb 2019 poky manu Citibank (pusuk Ha piBHI 49,08 %),
Micro bank (pu3uk Ha piBHi 40,83 %), MTb bank (pusuk Ha piBHi 39,27 %), mo
BIJINIOBI/Ia€ CEPETHHOMY PIBHIO PU3HKY.

Po3po6iaennii MeToquIHUN MiAXia A0 OIiHIOBAHHS CHUCTEMH 3allo0IraHHs Ta
OPOTUIIT Jierai3alii A0X0/IIB KIIEHTIB OaHKY MICTUThH IIICTh €TamiB, peajizallis
AKUX JJa€ 3MOTY 3[1MCHUTH 1HTErpajibHE OLIIHIOBAHHS CKJIAaJ0BUX CUCTEMH, IOPIB-
HATH 1X Ta BUSBUTH BPA3IUBY Ta HEOCKOHATY CKIIAIOBY, 3A1MCHUTH IHTETpaTbHE
OLIIHIOBaHHS BCl€i CHUCTEMM 3a JIOIOMOIOI0 3rOPTaHHs IHTErPajbHUX OLIHOK
CKJIQJIOBUX Y OJMH IOKAa3HUK 3 YpaxyBaHHSIM KOE(IIIE€HTIB iXHHOI 3HAYUMOCTI,
IHTEpIPETYBaTU OTPUMAaHI pPE3yJbTaTh 3a JOIMOMOIOK PO3pOOIEHOI HIKamu. 3
BUKOPUCTAHHAM pO3POOJEHOr0 MiAXOAY 3JIMCHEHO OLIHIOBAaHHA CHUCTEM
3amo0iraHHsl Ta MPOTHAIL Jieramizaiii ceMu dirounx OaHKiB YkKpaiHu. 3a
OTPUMaHUMHU pPe3yJbTaTaMU Ta 3 ypaxXyBaHHSAM MOTIHOJIEHOTO aHAI3y HAWOLIbII
NpoOJIEMHUX CKJIQJIOBUX CUCTEM 3amoOiraHHs Ta MPOTHAIl Jieradizauii JT0XOiB
KJIIEHTIB JJI aHai30BaHUX OaHKIB PO3pOOJIEHO BIAMOBIAHI pEKOMEHIAIT I0A0 1X
yIIOCKOHAJICHHSI.

[IpakTUuHEe 3HAYEHHS OJIEPKAHUX PE3YJIbTATIB MIATBEPAKYETHCS TOBIIKAMU
nipo BrpoBamkeHHs B AisibHICTE [TAT Kb « I TPABEKC BAHK» (moBigka Ne 3419-
H®/02 Big 14.12.2018 p.), [TAT «MEI'ABAHK» (moBimka Ne 112-9841 Bin
18.12.2018 p.) 1 B HaBYalbHWI mTpolec BuUIOro HaBYAIBHOTO 3aKJIATy
«YuiBepcuret imeH1 Anbdpena Hobens» (mosiaka Ne 913 Big 11.12.2019 p.).

KirodoBi ciioBa: goxomu, jeraiizaiiisi JOXO/1B, PU3UK Jieramizailii JOXO/IiB,
BIJIMMBAHHS KOINTIB, TPOTHISA JIeraji3aiii J0XOJiB, 3amoOiraHHs Jerajizarii
0XoAiB, 00poThOa 3 BIIMHUBAHHSIM KOIITIB, (PIHAHCOBUN MOHITOPHHT, CHUCTEMa

3ano0iraHHs Ta MPOTUIIT JieTasi3alli.



SUMMARY

Veits O. 1. Forming a System of Prevention and Counteraction of the
Legalization of Bank Clients’ Proceeds. — Qualification scientific work on the
rights of a manuscript.

The thesis for obtaining a Doctor of Philosophy degree (Ph.D.) in specialty
072 — Finance, Banking and Insurance. — Simon Kuznets Kharkiv National
University of Economics, Kharkiv, 2020.

The thesis 1s devoted to theoretical justification, theoretic foundations’ and
methodological approaches’ improvement, scientific-practical recommendations’
development in creating a system for preventing and counteracting the legalization
of bank clients' proceeds. In the thesis, theoretical approaches to the concept of
“legalization of proceeds” are systematized, its essential characteristics are
summarized, and its content-analysis is made. The results of content-analysis in
combination with a normative definition of “a bank’s client” provided an
opportunity to substantiate that the legalization of bank clients' proceeds should be
understood as any criminal activities with money and other financial illegally
obtained funds being committed by a legal or neutral person aiming at hiding their
origins and turning them into legal assets through using bank services or
attempting to do so. The formulated definition indicates that the person attempting
to legalize criminal money is a bank’s client according to the current legislation. It
emphasizes that any actions with illegally obtained proceeds are considered to be
money laundering, taking into account the morphological base and keywords
accepted in a majority of official documents.

In this work, it was established that the main difference between prevention
and counteraction of money laundering is that counteraction arises only when there
IS an action aiming at money laundering. It was also substantiated that prevention
of money laundering through banks should be understood as a set of made
beforehand bank’s actions aiming at precluding any criminal activities with money
and other financial illegally obtained funds being committed by a legal or neutral
person aiming at hiding their origins and turning them into legal assets through
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using bank services or attempting to do so. Counteraction of the legalization of

bank clients' money is a set of bank’s actions directly impeding any criminal
activities with money and other financial illegally obtained funds being committed
by a legal or neutral person aiming at hiding their origins and turning them into
legal assets through using bank services or attempting to do so.

The analysis of current legislation in the sphere of the prevention and
counteraction of money laundering through banks showed that a set of functional
components of the prevention is identified, whereas a set of the counteraction
components is not. Based on generalization and analysis of regulatory legal acts
and leading scientists practices, it was determined the feasibility of including into
the structure of a system for preventing and counteracting the legalization of bank
clients' money the following functional elements: identification, verification, and
scrutiny of a client; detecting, registration, monitoring, analyzing, and reporting the
financial transactions; risk management; staff competencies and training;
documents and information storage; internal control, internal and external auditing;
compliance; information systems management; corporate governance and role of a
bank’s management bodies. The clients’ information and documents, customers’
financial transactions, clients’ risks, and their financial transactions’ risks were
defined as the objects of a system. Into the generalized scheme of a system for
preventing and counteracting the legalization of bank clients' money were also
included the common external factors affecting a bank’s activity in general and its
systems’ creating and functioning (at a system’s input); a set of internal factors
incorporating staff competencies and training; compliance; information system
management; documents and information storage; internal control, auditing and a
corporate governance of a bank; a functional-process core of the prevention of
money laundering including identification, verification, and scrutiny of a client;
detecting, registration, monitoring, analyzing, and reporting the financial
transactions; risk management (assessment, analysis, control, monitoring of a
clients’ risks and their financial transactions’ risks ); a functional-process core of
the counteraction of money laundering consisting of: refusing to establish business
relationships and severance of them; refusing to financial transactions and their
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stopping. At the output of a system for preventing and counteracting the

legalization of bank clients' money, its goal is expected to be achieved, that can be
seen in decreasing and minimizing the risk of money laundering, reducing the number
of attempts and incidents of money laundering through bank institutions, satisfying
the clients’ needs and strengthening the bank’s competitive advantages at the market
of financial services.

In this work, the sequence of steps in creating a system for preventing and
counteracting the legalization of bank clients' money is established, which includes
not only the well-known stages of a system’s building and a current system’s
evaluation but also unannounced audits, a planned staff training, and planned
audits.

In the second section of the work, money-laundering factors are structured
into three groups: geographical, client and operational. The geographical factors
incorporate economic factors subgroup (population’s income level; the hidden
economy existence and its volumes; results of a system for preventing and
counteracting the legalization of money), the political subgroup (quality of a state
administration), and the subgroup of legislative factors (liberal state regulation,
financial monitoring system’ incompleteness). The client factors display a kind of
activity, beneficial owners, and the aim of opening accounts. The operational
factors in the context of the legal economy allow estimating the cash volume in a
state, the cash transaction volume of banks, the presence of anonymous
transactions in banks, and transactions with cryptocurrencies. For each subgroup of
money-laundering factors is offered a set of indicators allowing: to analyze fully
the conditions in which economic entities are operating, and identify the level of
their perception of corruption, the level of a country’s instability, and sufficiency
in the rule of law; to take into account a list of quantitative and qualitative
characteristics of bank’s clients and their transactions. Using the established set of
indicators, the external factors towards banks were analyzed in this work.

Internal factors of the legalization of bank clients' money are estimated with
the help of developed tools including questionnaires for assessment of staff
competencies and their training, compliance, information system management,


https://context.reverso.net/%D0%BF%D0%B5%D1%80%D0%B5%D0%B2%D0%BE%D0%B4/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9-%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%B8%D0%B9/supremacy+of+law
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documents and information storage, internal control, auditing, and corporate

governance; possible replies’ scale. Assessing the indicated factors of seven
Ukrainian banks identified that for three of them the least relevant to the most
favorable conditions factor was compliance, for two of them they were staff
competencies and their training, for other banks they were internal control,
auditing, corporate governance, and role of its bodies.

The analysis of financial activity of 32 Ukrainian banks aiming at
identifying the money-laundering risks, showed that banks, where National Bank
of Ukraine revealed suspicious transactions with money-laundering features (16
operating banks), had much higher coefficients of variation in cash flow volume, in
cash flow for on-demand accounts of economic entities, in cash flow of on-demand
accounts for individuals, compared with the banks where the violations of
legislation in the field of financial monitoring were disclosed (8 banks), and with
the banks where violations were not found (8 banks). This proves that sudden
changes in clients’ transaction volume can be the signs of money-laundering risk.

In the third section of the work, the methodological supply to estimate the
risk of using bank services for money laundering is offered. It includes: calculation
of partial indicators for risk assessment (presence of suspicious transactions,
number of violations found by NBU, volume of fines being imposed due to
violations, growth rate in cash flow volume, growth rate in cash flow for on-
demand accounts of economic entities, growth rate in cash flow for on-demand
accounts of individuals); calculation of an integral indicator to estimate a risk level
of using bank services for money laundering; five-tiered scale for an integral
indicator’s value allowing to interpret a risk level qualitatively and identify the
banks increasingly predisposed to be involved into money laundering. According
to results of the assessment for 32 banks having been analyzed in April 2019, the
highest risk level of using bank services for money laundering had Citibank (the
risk at the level of 49,08%), Misto Bank (the risk at the level of 40,83%), MTB
Bank (the risk at the level of 39,27%), that was relevant to the medium level of
risk.

The developed methodical approach to estimating a system for preventing
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and counteracting the legalization of bank clients' money consists of six stages.

Their implementation helps to estimate the system’s elements integrally, compare
them, and find its vulnerable and weak elements; to assess the whole system
integrally with the help of incorporating all the integral elements’ estimates into
the one indicator taking into account their coefficients of significance; to interpret
the results using the developed scale. Through the use of the formulated approach,
the seven operating Ukrainian banks’ systems for preventing and counteracting the
legalization of bank clients' money were assessed. In response to results, and
taking into consideration the in-depth analysis of the most challenging elements’,
the relevant improvement recommendations were developed.

The practical importance of the obtained results is supported by notes about
implementation into the operation of “Pravex Bank™ PJSC (note Ne 3419-NF/02 of
14.12.2018 ), “MEGABANK” PJSC (note Ne 112-9841 of 18.12.2018 ), and the
note about implementation into the educational process of Alfred Nobel University
(note Ne 913 of 11.12.2019).

Key words: proceeds, legalization of proceeds, money laundering risk,
money laundering, counteraction of legalization of proceeds, prevention of
legalization of proceeds, combating to money laundering, financial monitoring,

system of prevention and counteraction of legalization.
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