Xapxiscokuul Hayionanvuuii ekoHomiyHut yHieepcumem imeni Cemena Ky3neys

Cuiadyc HAaBYAJIBHOI JUCHUILTIHH
«Opeanizayisn besnexku QyHKYioHy8anHs 6eb-cepsepiey

CreniajabHicTn 125 «Kibepbesnexa ma 3axucm ingpopmayiiy

OcaiTHs nporpama Kibepbesnexa

OcBiTHiii piBeHb Tlepwuii (baxanaspcokuii) pigensv suwyoi oceimu
CraTyc JIUCUMILTIHA Bubiprosa

MoBa BUKJIAJJAHHS, HABYAHHA TA  VKpaiucoka

OI[iHIOBAHHS

Kypc / cemectp 2 kypc 3 cemecmp abo 2 kypc 4 cemecmp, abo 3 kypc 5

cemecmp, abo 3 kypc 6 cemecmp, abo 4 Kkypc 7 cemecmp, abo
4 kypc 8 cemecmp

Kinbkicts kpenutiB EKTC 5 kpeoumis

Po3noain roaus 3a popmamu Jlexyii — 24 200.

OCBITHBOI'0 MIpoOLIECY Ta Ipakmuuni (ceminapcoki) — 0 200.
BH/1aMH HABYAJbHHUX 3aHATH Jlabopamopni — 24 200.

Camocmitina poboma — 102 200.

dopma ceMecTPOBOro KOHTPOII0  Exzamen

Kadenpa Kageopa ribepbesnexu ma inghopmayitinux mexnonoei, 2o..
kopnyc, 412 ayo., men. (057) 702-06-74 (dooamxkosuii 304),
catim kageopu. https://www.kafcbit.hneu.edu.ua/

Buxsanay (-i) Jleynenxo Onexciti Bonooumuposuu, cmapwiuii suxknaoay

KonTakTHa indopmaris Oleksii.Leunenko@hneu.net

BUKJIafa4a (-iB)

JIHi HAaBYAJILHUX 3aHATH Jlekyis: 32i0H0 0il0u020 PO3KIADY 3AHAMb
Ipaxmuuni:_32i0H0 0ir04020 po3KNAdY 3aHANb

Koncyapramii Ha xagheopi xibepbesneku ma ingopmayivinux mexnonocii
OUHI, 8i0N0BIOHO 00 2pagiKy KOHCYIbMAaYil,IHOUBIOYANbHI,
uam 6 [IHC

Meta HaByanbHOI TUCIMIUIIHK: € HAJJaTU CTYAECHTaM 3HaHHS Ipo 3arpo3u Oesmneri BeO-cepBepiB Ta
METO/IM 1X 3amo0iraHHs, a TAaKOX IMPO OCHOBHI METOJIM 3aXUCTy BeO-CepBeEPIB BiJ KibepaTak Ta
3a0e3nedeHHs 0e3eKu JaHuX, 110 30epiratoTbest Ha HUX. OKpiM TOro, METOI0 € (POpMyBaHHS
npodeciiHuX KOMIIETEeHI1H, HEOOX1THUX JUIsl OpraHi3allii 6e31e4Horo Ta e(peKTUBHOTO
(GYHKITIOHYBaHHS BeO-cepBepiB.
CTpYKTYpPHO-JIOTIYHA CXeMa BUBYCHHS JMCIHILTIHN:
IIpepekBizutu IMocTpekBizuTH

3MicT HAaBYAJIBLHOI IUCHHUILTIHU
3micToBuii Moy 1. 3axucm eeb-cepesepis 6i0 Kibepamax.
Tema 1. Berym po 3axucry BeO-cepBepiB Big Ki0eparak: NOHATTS Beld-cepBepa Ta
KJacudikania BpaziuBocTeii Bed-cepBepis.

Tema 2. Bpaszausocti Ta atakm Ha BeO-gogarkm: SQL-iH'ekuii, kpocc-caiToBi cKpHITH,
(pimuHr-aTakm.

Tema 3. DoS/DDoS-atakn Ha Be0-cepBepH Ta MeTOAH 3aXUCTY BiJl HUX.

Tema 4. 3axucT BeO-cepBepiB Bijl CkaHyBaHHS NMOPTIB Ta CJIYkKO.

Tema 5. Buxkopucrannst SSL/TLS nuis 3axucty Bed-cepBepis.

Tema 6. be3nexka BeO-cepBiciB Ta API: meroan 3axucry Bia arak. HanamryBanus gaiipsosy
JJI51 3aXHCTYy BeO-cepBepa.

3micToBHUIT MOayab 2. Monimopune be3nexu 6eb-cepaepis.

Tema 7. Beryn 10 koHQirypyBaHHs Ta MOHITOPHHTY 0e3neKkn Bed-cepBepiB.

Tema 8. MoniTopuHr 0Oe3neku BeO-cepBepa 3a A0NMoOMOrow iHcrpymeHTtiB: Nagios, Zabbix,
Munin.
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Tema 9. Anauis jor-gaiijiiB Bed-cepBepiB Ta MeTOAM BHSIBJICHHS AaHOMAJIbHOI AKTHBHOCTI.
Tema 10. 3axucT Big aTak Ha cecil KOpUCTYBayiB.

Tema 11. Buxopucrannsa cucrem peadnizanii 0e3nmexu, Takux sik Security Information and
Event Management (SIEM), 111 MOHiTOPpMHTY BeO-cepBepiB.

Tema 12. Pe3epBHe KONilOBAHHSI TA Bi/ITHOBJIEHHS BeO-CailTy.

MarepiajibHO-TexXHiuYHe (MporpamMHe) 3ade3nevYeHHs QU CIUIIIHA
Mynomumeoitinuti npoexmop, I[ITHC XHEY im.C.Kysneysn, ZOOM, Be6-cepsepu Apache, Nginx;
6e0-opayszep, Wireshark, Fiddler, Firebug; Kali Linux, Oracle VM Virtual Box; Internet

@opMu Ta METOIU OL[iHIOBAHHS

VYHiBepcuret BUkopuctoBye 100 O0anpbHy HAKONUUYBaIbHY CUCTEMY OLIIHIOBAaHHS pe3yibTaTiB
HaBYaHHS 37100yBayiB BUIIOI OCBITH.

[ToTouHMit KOHTPOJIb 3AIMCHIOETHCSA TT1]] YaC MPOBEACHHS JIEKLUIHHUX, MPAKTUYHUX
(cemiHapChKUX) 3aHATH 1 MA€ HA METI IIEPEBIPKY PiBHS MiATOTOBICHOCTI 3/100yBaya BUIIOT OCBITH
110 BUKOHAHHSI KOHKPETHOI pOOOTH 1 OIIIHIOETHCS CyMOIO HaOpaHuX OamiB (MakcuMalibHa cyma — 60
OariB; MiHIMaJIbHA CyMa, 110 JO3BOJISIE CTYJCHTY CKIIaJaTH icruT — 35 GaiiB).

[TincyMKOBHIf KOHTPOJb pE3yJNbTAaTiB HAaBYaHHS Yy CTYICHTIB 3IACHIOETHCS Ha IMiJICTaBi
MPOBEICHHS CEMECTPOBOTO €K3aMeHy. Pe3ynbTaT ceMecTpoBOro eK3aMeHY OIIHIOETBCS B 0Oanax
(MakcumanbpHa KinbkicTh — 40 OamiB, MiHIMallbHA KUIBKICTh, IO 3apaxOBYEThbCs, — 25 0OaliB)
CryneHTa ciii BBaXaTH aTeCTOBAaHUM, SAKIIO cymMa OaiiB, OJEp)KaHUX 3a pe3yJibTaTaMu
I117ICYMKOBO1/CEMECTPOBOI TMEPEeBIPKU YCHINIHOCTI, NOpiBHIOE abo mepesuinye 60. MiHimManbHO
MOJKJIMBA KUTBKICTh OaiB 3a MOTOYHHUU 1 MOJYJIBHUI KOHTPOJbL YIPOIOBXK cemecTpy — 35 Ta
MiHIMQJIBHO MOXKJIMBA KIJIbKICTh 0ajliB, HAOpaHUX Ha eK3aMeHi — 25.

[ToTouHuit KOHTPOJIb BKIIFOYAE HACTYITHI KOHTPOJIbHI 3aX0OAM: 3aXUCT 3BITIiB 3 1a00paTOPHUX
poOIT; MOTOYHI KOHTPOJIBHI POOOTH; CaMOCTiiiHa poOOTa 3a TEeMaMH.
binvw oemanvua ingpopmauia w000 cucmemu oyinIO6AHHA Ma HAKONUYYGAHHA 0Ai6 3
HAGUANbHOT OUCYUNIIHU HABedeHa y podouomy niani (MexHo102iuniil Kapmi) 3 HAGYANLHOT
oucyuninu.

IosiTHKH HABYATBHOI AMCHUILTIHI

BuknananHs HaBYaIbHOI IUCLUIUIIHU IPYHTYETHCS HA 3acajlaX aKaJeMIuHOI J0OpOYECHOCTI.
[TopymieHHAMH aKaJeMidHOi JOOpPOYECHOCTI BBAKAIOTHCS: akaJeMiYHMN Iuiariat, ¢abpuKarlis,
danscudikaiisg, cnucyBaHHs, oOMaH, XaOapHUIITBO, HEOO €KTHUBHE OIIHIOBAHHS. 3a MOPYIIECHHS
aKaJeMigyHoOi J100podecHOCTI 3700yBayl OCBITHM MPUTATYIOTBCS IO Takoi  akaJeMiyHOoi
B1JIMTOB1/1AJIbHOCTI: TOBTOPHE MPOXO/>KEHHSI OIIHIOBAHHS BIIMIOBIIHOTO BHIY HABYAJIHHOI pOOOTH
binvw oemanvny ingpopmayito w000 Komnemenmmuocmeil, pe3yibmamie HAGYAHHA,
Memooie HaguamHus, Gopm ma Memooié OUIHIO6AHHA, CAMOCHMINHOI POOOMU HABEOCHO )
Pobouin npocpami naeuanvnoi oucyuniinu.




